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INTRODUCTION
The one overriding purpose for this policy is the protection of the lives and property of the Campus community.  Maintaining accurate, effective access control – with both metal keys and electronic devices- is critical to protecting the Campus.  This policy is in place to ensure that people requesting keys actually are authorized to get them; to ensure a process of accountability for the return of keys; to establish strict accounting through periodic audits of keys and cards; and to resolve problems resulting from a lack of past key control.

The buildings and facilities of Holy Names University are available for general use by faculty, staff and students for educational purposes.  Under normal circumstances, buildings will be opened (outside door locks) for business, scheduled activities, classes, labs, etc., on weekdays from 7:00 a.m. - 10:30 p.m. After 1030 p.m. and before 7:00 a.m., access will be restricted. Weekends and after-hours access will be provided for events either scheduled with the Plant Office or approved in advance with notification to the Director of Campus Services.
I. Descriptions of Access Control Categories

Access Control on Holy Names University is divided into two (2) categories:

· Mechanical Key 
· Card Access Control.

Mechanical Key System:

Any mechanical device used to operate a mechanically controlled mechanism for entry/exit to a controlled area.  These locks operate with the Building Master key as well as individual keys.

Card Access Control System (Card Keys):

This is a high capacity computerized card access control system. An electronic or electromechanical device replaces or supplements mechanical key access.  Card keys (looks like a credit card) are used to unlock doors.  Access to specific doors by individuals is determined by any member of the Key Control Committee.

The system provides entry access to designated doors within certain building.  It can provide automatic locking and unlocking of specific doors or groups of doors at prearranged times during the day.  A report can be generated to track a specific card or a specific time period for analysis.

II. Definitions of Terms

Access Control:  Control of entry/exit to an area by any means (mechanical or electrical).

Building Access Administrator: The Director of Plant Operations is responsible for the development and implementation of administrative controls and procedures for this building access policy.

Card Key Access Control System:  Electronic or electromechanical devices replace or supplement mechanical key access.  This system will be managed by the Director of Campus Safety.
Campus Keys:  Those keys and card keys that open buildings, interior doors, and other locks to facilities, including furniture and equipment.  This system is managed by the Director of Campus Services and the Director of Residential Life.

Central Key Control File:  Records maintained by the Building Access Administrator identifying keys by number, function, and key holder name.  These records will include space inventory information, key section and bitting codes, area by number, and key control, and will interface with staff/student records. 

Key Control Committee: Director of Plant Operations, Director of Campus Safety, Director of Campus Services, and Director of Residential Life.

Key Issuing Authority: An appointed staff person, whom is authorized to by the Building Access Administrator and the Director of Campus Safety to issue keys and access cards by order.

Building Access Control Manager:  A Vice President or Department Head, whom will be responsible for adherence to and implementation of this policy.
III. Responsibilities

All faculty, staff and students authorized access to buildings are expected to request and be responsible for their own key(s), and to have on their person the appropriate key(s) in order to unlock doors for which they are authorized.  University members making repeated “unlock” requests for spaces that they already control by possession or authorization for a campus key may be assessed a service fee of $35.00.

Any mechanical key or card key that is lost or stolen should be reported immediately to any member of the Key Control Committee.  An incident report will be generated for action and follow-up. The advantage of the card access system is that the card can be deactivated right away in the software and prevent a security breach to any buildings authorized by that card.  For mechanical keys a determination will be made whether the locks need to be changed for the doors that the key can open.

 ONLY the Building Access Administrator is permitted to authorize fabrication or duplication of University keys.

Keys or access cards SHALL NOT be exchanged between individuals.  When no longer authorized or required by the individual to whom they were issued, keys shall be returned to any member of the Key Control Committee.

Building Access Administrator
· Ensures that the keying system is designed to balance the need for physical security and reasonable convenience to persons authorized to possess keys to University buildings and equipment.
· Ensures that the Central Key Control File is maintained and the records of keying systems are updated.
· Develops policy and procedures for the fabrication and issuing of all keys. No other source for keys is authorized.
· Prepares a signature card for issuance of a mechanical key.
· Authorizes all lock work on existing campus facilities and property.  The appropriate Campus Facilities staff person, upon authorization of the Building Access Administrator, is authorized to install, alter, or remove locks on any University facility or property.
· Coordinates lost key records with Key Control Committee and determines whether re-keying of an area may be required.
· Furnishes key information to Vice Presidents and authorized Department Heads.
· Recovers University keys from the Key Control Committee whom collect from faculty, staff and students who are no longer authorized possession due to termination, transfer, graduation, withdrawal, leave of absence, change of assignment, etc., or misuse of university keys.
· Stores unassigned departmental keys in a secure storage cabinet.
· Participates in building access planning for new construction and remodeling projects on campus and for buildings that have had a security breach.
· Authorizes the fees to be charged to a responsible party for the replacement of lost or stolen property.
Director of Campus Safety

· Maintains the card key software for buildings equipped with card readers.
· Develops policy and procedures for the issuance of all card keys. No other source for card keys is authorized.

· Prepares a signature card during issuance of an access card.

· Deactivates lost or stolen card keys from the database. 

· Provides advice and consultation to the Building Access Administrator and/or the Key Control Committee on decisions to re-key when keys are lost or stolen.

· Maintains accurate and up to date access key control records.

· Investigates all incident reports of stolen or lost cards and keys.
· Ensures the reporting of lost keys to the Building Access Administrator.

· Authorizes the fees to be charged to a responsible party for the replacement of lost or stolen property.

Director of Campus Services
· Provides advice and consultation to the Building Access Administrator and/or the Key Control Committee on decisions to re-key when keys are lost or stolen.
· Turns in key orders to the Building Access Administrator for fabrication of keys and delivery.
· Approve and authorize the issuance of keys and access cards to faculty, staff, and students, as they deem necessary and in accordance with this policy.
· Prepares a signature card during issuance of a key and access card.  
· Report to the Building Access Administrator all key holders who are no longer authorized possession of University keys due to termination, transfer, etc., or misuse of University keys.
· Reports to the Director of Campus Safety all access card holders who are no longer authorized possession of University access cards due to termination, transfer, etc., or misuse of University Access Cards.
· Ensures the reporting of lost access cards and keys to the Director of Campus Safety by generating an incident report to be processed.
· Maintains accurate and up to date records of all access control activities.
Director of Residential Life

· Provides advice and consultation to the Building Access Administrator and/or the Key Control Committee on decisions to re-key when keys are lost or stolen.
· Turns in key orders to the Building Access Administrator for fabrication of keys and delivery.
· Approve and authorize the issuance of keys to faculty, staff, and students, as they deem necessary and in accordance with this policy.
· Prepares a signature card during issuance of a key and access card.  
· Report to the Building Access Administrator all key holders who are no longer authorized possession of University keys due to termination, transfer, etc., or misuse of University keys.
· Reports to the Director of Campus Safety all access card holders who are no longer authorized possession of University access cards due to termination, transfer, etc., or misuse of University Access Cards.
· Ensures the reporting of lost access cards and keys to the Director of Campus Safety by generating an incident report to be processed.
· Maintains accurate and up to date records.
University Vice Presidents & Department Heads

· The Vice President or appointed Department Head, who will be responsible for the duties of Building Access Control Manager by division.
· Appoints a staff member as a key issuing authority for each division and an alternate.
· Turns in key orders to the Building Access Administrator for fabrication of keys and delivery.
· Approve and authorize the issuance of keys to faculty, staff, and students, as they deem necessary and in accordance with this policy.
· Prepares a signature card during issuance of a key and access card.  
· Report to the Building Access Administrator all key holders who are no longer authorized possession of University keys due to termination, transfer, etc., or misuse of University keys.
· Reports to the Director of Campus Safety all access card holders who are no longer authorized possession of University access cards due to termination, transfer, etc., or misuse of University Access Cards.
· Ensures the reporting of lost access cards and keys to the Director of Campus Safety by generating an incident report to be processed.
· Maintains accurate and up to date records.
All Key Recipients

· Sign a Key Issuance record in the presence of the key issuing authority.  All key recipients must also present a current Holy Names University ID at the time of key or access card issuance.

· NEVER loan or transfer their keys or access card to any other individual.

· Maintain possession and proper security of all keys and access cards issued to them.

· Immediately report the loss or theft of University keys, access cards, or damaged locks to a key issuing authority. An incident report should be filled out and forwarded to the Director of Campus Safety. Immediate action should be taken to prevent a security breach, if possible. 
· Carry on their person their issued key(s) in order to unlock doors or operate the keyed devices for which they are authorized.

· NEVER unlock doors for strangers. Send them to a key issuing authority for clearance and processing. 
· Return all keys and access cards to a key issuing authority for out processing.  Failure to return keys or access cards will result in a fee.
Fees:
· A late fee of $35.00 will be assessed for each key returned after the due date.

· A replacement fee of $50.00 will be assessed when the lost key does not necessitate the re-keying of a lock to restore security.

· A replacement fee of $100.00 will be assessed for each lost key that requires re-keying to restore security. (NOTE: If a massive redistribution of keys is required, additional amounts will be assessed.)

· A fee of $50.00 will be assessed for all lost access cards.

Strict enforcement of fees for lost, misplaced, or withheld keys is essential to awareness of individual responsibility in helping maintain a safe and secure campus.  Strict enforcement of fees includes wage deductions and charges to student accounts because of the potential for harm that a single missing key creates for overall campus safety and security. 

All University faculty, staff and students authorized to possess keys and access cards are responsible for ensuring the security of the property and space that the keys and cards authorize them to access. 

Controlled spaces must be properly secured upon the departure of the key holder. Consistent misuse of keys or failure to properly secure controlled spaces may cause the key holder to forfeit her/his key authorization.  The Building Access Administrator and/or the Vice President of their division originally authorizing possession will make this decision.
IV. Eligibility and Authorization for Building Access

Vice Presidents or Department Heads, by virtue of their position, title or designated authority to control access to space, facilities or equipment, i.e., buildings, offices, storage rooms, dorm rooms, workrooms, labs, lockers, equipment, etc. may authorize key issuance to a University member where deemed necessary.

Eligibility to carry the following key types is determined by the Building Access Administrator.  The following general guidelines show what positions are eligible for certain types of keys. 

Building Master Keys:
Vice Presidents, appropriate Department Heads, and Campus Facilities Staff, hen needed to perform their duties, e.g., computing services, custodial, etc. This is a high level key and distribution will be restricted in order to maintain tighter building security on campus.

Building Sub-Master:
Faculty and Staff, when needed to perform their duties, e.g., Division Chairs, Administrative Assistants, etc.  Appropriate students when required for access to labs and student lounges.
Single Lock Key:
Faculty, Staff, and Students, as needed, have access to buildings and services to perform their duties.
The Building Access Administrator will not issue keys to a person that is not a member of the faculty, a staff member or a student of the University, other than by a “special circumstance qualification”.  This classification will be based on a case by case decision.
Temporary assignment of keys may be requested for a specific purpose or a specific period of time as approved by the appropriate authority and the Building Access Administrator.  Such a request must comply with all other sections of this policy.  Keys requested for a specific purpose and period of time shall be returned to the Building Access Administrator at the beginning of the first work day following the end of the specific period of time.  Disregard of this procedure may result in denial of future requests.

Building entrance keys may be issued to Faculty or Staff if their job responsibilities require such assignment and the keys have been requested by an appropriate administrator.

Building master keys may be issued to Faculty or Staff if requested by an appropriate administrator and approved by the Building Access Administrator. 

In NO case shall the issuance of a key be authorized without the approval of the Building Access Administrator.

Eligibility to possess Holy Names University keys may be terminated at any time by the appropriate key issuing authority, the Building Access Administrator, the Vice President for Finance & Administration, or the President of the University.
Temporary Access for Vendors and Contractors
Contractors, whether long term, such as an external contracted agency, or a smaller independent contractor, may have to access controlled areas to complete their contracted work. The Building Access Administrator or the Director of Campus Safety will issue these keys and cards.  The lowest risk key or card necessary to do the job shall be assigned.  

V. Issuance and Installation

Getting and Returning Keys:

The requesting faculty, staff, or student must sign a Key Issuance Report and have the request authorized by an issuing key authority.  When approved by the Building Access Administrator and/or the Director of Campus Safety, the key or access card will be provided for issuance. 

A key issuance report will be maintained by the Building Access Administrator for each University member who has been issued one or more keys.  The University member must acknowledge receipt of the keys and sign and agree to the terms of this policy for each key on the key request form.

All University issued keys and access cards must be returned on or before the date due and any fees must be paid or a hold will be placed on transcripts, diplomas, final paychecks, etc.  The Building Access Administrator will note receipt of keys returned. The Director of Campus Safety will note receipt of access cards returned.  Both will turn in reports of outstanding keys and access cards for billing assessments.
The Department Head is responsible for sending Human Resources a list of individuals in the department who are terminating employment or moving to another department. Human resources will then forward that list to the Building Access Administrator and the Director of Campus Safety.

When an individual has returned all keys and access cards issued by the University, the Building Access Administrator and the Director of Campus Safety will notify the appropriate office(s) to release any holds placed on the individual’s documents or final paycheck.

The individual will be charged a fee for each lost or non-returned key or access card.  Fees must be paid be paid before the individual is issued additional keys or access cards. The department where the individual was employed is responsible for the cost if the University is unable to secure payment by the individual.  Fees for lost or non-returned keys and cards are payable at the Business Office in Hester or by mail. Students who lose or fail to return keys or access cards will have the charges added to their account.

NO Transferring of Keys
Keys or access cards no longer necessary for an individual to perform his/her duties will be returned by that individual to the Building Access Administrator or the Director of Campus Safety. The individual, to whom the keys were issued, not an agent, must return the keys and access card.
Keys and Access Cards shall not be exchanged between individuals!!!
Persons being transferred within a department or to another department will obtain keys only from the Building Access Administrator.  Keys will only be issued when approved by the proper authority and a Key Issuance Report is generated.

Re-Keying and Lock Changes:

All requests for re-keying and lock changes must be submitted in writing to the Building Access Administrator.

The Building Access Administrator may authorize a partial or entire changing of locks for a building or the whole campus.  Unless the lock change is due to an emergency, individuals affected will be given advance notice.  Individuals affected by such changes shall return all obsolete keys and request new keys through the Key Issuance Report.

Unauthorized Personal Locks and Keying Changes

No individual may use a personal lock for space control, nor may locks be changed or re-keyed without prior approval from the Building Access Administrator.  Unauthorized locks should be reported to the Building Access Administrator, who will arrange for immediate removal of such locks.

New Installations- Mechanical Key and Card Key Systems

As the need for new systems becomes apparent in existing buildings, the University shall install appropriate key systems.  In the case of new buildings, the hardware suppliers shall supply and install all locks.  The new locks shall not have keys that are easily duplicated, and the system shall be easily re-keyed in the event of loss keys.

VI. Reports
The Building Access Administrator will create an annual report on the Building Access System.  The report will include key holder profile, auditing and administrative reports, and key history.  This report will be delivered to the Vice President for Finance and Administration.

The Director of Campus Safety will create an annual report on the Card Key System.  The report will include a card holder profile, auditing and administrative reports, and access card history.  This report will be delivered to the Vice President for Finance and Administration.
